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Abstract. Deep neural networks (DNNs) have made great progress in
recent years. Unfortunately, DNNs are found to be vulnerable to adver-
sarial examples that are injected with elaborately crafted perturbations.
In this paper, we propose a defense method named DeT, which can (1)
defend against adversarial examples generated by common attacks, and
(2) correctly label adversarial examples with both small and large per-
turbations. DeT is a transferability-based defense method, which to the
best of our knowledge is the first such attempt. Our experimental results
demonstrate that DeT can work well under both black and gray box
attacks. We hope that DeT will be a benchmark in the research commu-
nity for measuring DNN attacks.
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1 Introduction

Deep neural networks (DNNs) have been widely used in many challenging tasks,
showing impressive performance. For some tasks, DNNs have already exceeded
human beings, e.g., image recognition, text classification, and speech recogni-
tion [4,6,13,14,21,23,25]. Not surprisingly, however, researchers have found that
DNNs are vulnerable to some specially perturbed examples called adversarial
examples [3,5]. Such adversarial examples are so harmful since they are injected
with elaborately crafted perturbations that are imperceptible to humans, even
the model interpretation methods, while can fool DNNs [27].

To defend against adversarial examples, researchers have proposed various
defense methods. Goodfellow et al. proposed adversarial training [5], which trains
the model on the augmented dataset containing adversarial examples. Papernot
et al. proposed the defensive distillation to improve the robustness of the model
[20]. They first train one DNN model to predict soft labels for training examples,
and then train another model on the same training examples with the predicted
soft labels. Meng et al. proposed a novel method called Magnet which combines
with detectors and reformers [16]. Detectors are designed to detect adversarial
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Fig. 1. Working flow of our proposed DeT.

examples and reformers are designed to reconstruct input examples. Cao et al.
proposed a region-based classification which selects examples in a hypercube
centered on the input example [1] and sends them to the classifier. The most
frequent label is deemed as the final predicted label.

The above methods however have their own limitations. Adversarial training
can only defend against specific adversarial examples similar to those in the
training set. Defensive distillation cannot significantly improve the robustness
of the classifier, and it is easy to be attacked [3]. Region-based methods work
poorly to defend against adversarial examples with large perturbations. Magnet
has been broken by Carlini&Warner leveraging the transferability of adversarial
examples and requires extensive human labors [2]. In summary, the existing
defenses have the following limitations: (1) it can only defend against specific
adversarial examples [5] and adversarial examples with slight perturbations [1];
and (2) it needs extensive human labors [16]. Therefore, there is a long-term
arms race between the attackers and the defenders [15].

To address the above limitations, we propose a robust defense method called
DeT. It uses a list of reformers1 to reduce the transferability of adversarial
examples and thus mitigates the threat posed by the adversary. We propose a
cross training algorithm to generate several complementary reformers, among
which the transferability of adversarial examples is low. The defense ability of
DeT is mainly based on the low transferability of adversarial examples among
the reformers. DeT can (1) defend against adversarial examples generated by
common attacks, and (2) still give the correct output for adversarial examples
with large perturbations.

Figure 1 illustrates the working flow of DeT. Given an input example, DeT
first adds Gaussian noises on the input example and then sends the noised exam-
ple to a specific reformer for preliminary denoising. After preliminary denoising,
we can get a denoised example close to the original input. Then, we perform a
non-differentiable random sampling operation on the denoised example. Under
the gray box circumstance, this makes the attack method unable to perform the
gradient-based optimization. By the sampling operation, we obtain an example set

1 The details of reformers will be explained in Sect. 3.
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where each example is very close to the original input. We use several reformers
to reconstruct all the examples from the example set, and send the reconstruction
results to the classifier for labeling. We select the most frequently appeared label
in the predicted label collection as the output label.

The contributions of this paper are summarized as follows.

– We propose an algorithm that can significantly decrease the transferability of
adversarial examples among different reformers. This algorithm can be used
to defend against the gray box attack. To our knowledge, it is the first attempt
to defend against adversarial examples through reducing the transferability
of adversarial examples.

– We introduce a robust defense method DeT which can significantly increase
the accuracy of the classifier under common attacks.

– DeT can give the correct output even if adversarial examples are with large
adversarial perturbations.

2 Background

In this section, we first introduce the threat model considered in this paper,
followed by reviewing the related work.

2.1 Threat Model

The attack situation can be divided into the following two situations based on
the adversary’s understanding of our defense methods.

Black Box Attack. The adversary only knows the structure and parameters
of the classifier while does not know anything about the defense method.

Gray Box Attack. The adversary not only knows the structure and parameters
of the classifier but also knows the defense method. In this paper, we assume
a more powerful adversary who can get the structure and parameters of one
reformer used in the Reformer List.

Below we briefly review the related work from four fields: deep neural net-
works, adversarial examples, common attacks, and defenses.

2.2 Deep Neural Networks

Deep neural networks (DNNs) have made great progress in recent years, espe-
cially the convolutional neural network (CNN) [12]. DNN is widely used in many
fields, such as image recognition [10,23], speech recognition [6,8], medical treat-
ments [26] and information security [9,25].

Notation. For simplicity, let X = {xi| i = 1, 2, ...} denote the set of input
examples, where xi is an example. Let X ′ = {x′

i| i = 1, 2, ...} denote the set
of adversarial examples corresponding to X. Given X, let C(xi) denote the
estimated label of xi.
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A DNN is a function model, denoted by y = F (x) = fL(fL−1(...(f1(x)))),
where y represents the output vector and y ∈ R

m. fi represents layer i in DNN,
and fL is often a softmax layer which maps from logits (the result vector before
the softmax layer) to the output vector. The output vector is in the range [0, 1]
that adds up to 1. The value of F (xi)j is regarded as the probability of the
input xi belonging to class j. The classifier will consider the label C(xi) =
argmaxjF (xi)j as the predicted label.

2.3 Adversarial Examples

The concept of adversarial examples was first proposed by Szegedy et al. [24].
Those examples with elaborately crafted perturbations are called adversarial
examples.

To measure the perturbations, researchers usually adopt three distance met-
rics: L0, L2, and L∞. If the distances are small enough, we can guarantee that the
adversarial perturbations of adversarial examples are undetectable to humans.

Transferability is of key importance to adversarial examples. Transferabil-
ity means that adversarial examples generated for one model can also lead to
the misclassification of another, even if these two models have different struc-
tures and are trained on different datasets [19]. DeT significantly decreases the
transferability of adversarial examples among reformers.

2.4 Common Attacks

Fast Gradient Sign Method (FGSM) utilizes the gradient information to
generate adversarial examples [5]. Specially, the adversarial examples generated
by FGSM can be formulated as x′ = x + ε ∗ sign(∇xL(F (x), y)), where L(., .)
denotes the loss between the model output of x and the ground truth label
y and sign is a function that extracts the sign of its inputs. The generated
adversarial examples maximize the loss function. The parameter ε controls the
attack strength. An increase of ε can improve the success rate of the attack,
though it might result in human-perceptible noises.

Basic Iterative Method (BIM) is an extension of FGSM [11]. Different
from FGSM that takes one step to change the original examples, BIM takes
multiple small steps with step-width α. Compared with FGSM, we can see that
BIM is designed as the multiple iterations version of FGSM.

Deepfool iteratively searches the minimal L2 adversarial perturbations for
a given example [17]. In the iterative process, it adds small perturbations to the
given example at a time until the example crosses the decision boundary.

Carlini&Wagner Attacks (C&W) include three attacks that can almost
reach an incredible success rate of 100% with human imperceptible perturba-
tions [3]. The attacks included in C&W can be classified as the targeted and
non-targeted attacks. The targeted attack makes the output to meet the target
requirements (e.g., misclassify the input example to the specified target class)
while the non-targeted attack only requires the target model to misclassify the
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input examples. Due to the space limitation, we refer interesting authors to [3]
for more details.

In this paper, we focus on non-targeted attacks since they are more easy to
be achieved for the adversary. As L2-based C&W attack is the strongest attack
method, we use it to evaluate our proposed defense method.

2.5 Common Defenses

Adversarial Training aims to train a more robust classification model by
adding extra adversarial examples with ground truth label to the training dataset
[24]. This method requires a great deal of computational cost to generate adver-
sarial examples as well as retraining the model. The effectiveness of adversarial
training depends on whether the attack methods being available.

Region-based Classification randomly selects a number of examples in the
hypercube centered on the original input example [1]. These selected examples
are then fed to the model. The model gives all labels of these selected examples,
and it considers the most frequent label as the final output. The basic idea of
this method is to assume that the adversarial example is close to the decision
boundary.

Magnet is a framework for defending against adversarial examples [16].
Upon receiving an example, Magnet determines whether this example is adver-
sarial or not. Magnet then refuses to classify the example if the example is
detected as adversarial, otherwise Magnet reconstructs the input example to
reduce its potential threat and sends the reconstructed example to the classifier.

Adversarial training can only defend against known attacks, and therefore
it is not within our scope of comparison. In our experimental evaluation, we
compare our method with Region-based method and Magnet.

3 Our Defense Method

In this paper, we propose a robust defense method called DeT to defend against
adversarial examples. Figure 1 shows the overall architecture of DeT. DeT has
four processes: preliminary denoising, random sampling, twice denoising and
prediction voting.

Below, we introduce the four processes of DeT in detail.

3.1 Preliminary Denoising

We first briefly introduce the details of the reformer used in the process of
preliminary denoising.

Reformer. The reformer is a function that reconstructs the input example
throughout denoising it. The reconstructed example is very close to the orig-
inal example only with several details lost (these details are regarded as noise
by the reformer). Usually, the reformer is built upon the autoencoder.
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Given an input example xt, DeT first adds Gaussian noises to the example
for obtaining a noised example x′

t. This process is helpful for the reformer to
reconstruct examples, since it amplifies noises to the same level as the noises
used to train our reformer. Then, we use the reformer to preliminarily denoise
x′
t for obtaining a relatively clean example x′′

t . This operation can eliminate
potential threats.

3.2 Random Sampling

After preliminary denoising, we obtain a relatively clean example x′′
t . However,

we cannot guarantee that x′′
t is not an adversarial example. There still exists

the possibility that x′′
t is near the decision boundary. Therefore, inspired by the

Region-based method, we randomly sample a set of examples in a hypercube
centered at x′′

t and can get an example set Xt = {x′′
i |i = 1, 2, ...}. The generation

of x′′
i can be formulated as follows:

x′′
i = Clip(x′′

t + ε ∗ Noise), (1)

where Noise denotes the Gaussian noise, and ε is a parameter that controls the
side length of the hypercube.

3.3 Twice Denoising

To further improve the effectiveness of DeT, we again use several other reform-
ers to form a Reformer List to further denoising. A single reformer can be
easily attacked by the adaptive attack. DeT uses several reformers that can
prevent the adversarial examples that fool one reformer from fooling the other
reformer, since the transferability of adversarial examples among these reformers
is relatively low. We believe that the diversity of the reformer architectures in
the Reformer List will help reduce the transferability of the adversarial exam-
ples and thus enhance the defense capabilities of DeT. Therefore, we employ
three autoencoders with different architectures as our reformers. The archi-
tectures of the three autoencoders used in this paper are based on the open
source implementations2. For the ease of reference, we denote the Reformer i
as Ri in the paper. We also propose an algorithm called cross training to further
reduce the transferability of adversarial examples among reformers, as shown in
Algorithm 1.

Cross Training Algorithm. The input of the cross training algorithm includes
the training epoch e, the reformer set R with n already trained reformers, the
batch size s, the training dataset X and the noise length l. The output is a
reformer set R′ corresponding to R. Note that all the reformers in the input
reformer set are already trained and can reconstruct examples well.

In the following, we show several examples, based on two re-trained reformers
R′

1 and R′
2

2 https://github.com/Trevillie/MagNet.

https://github.com/Trevillie/MagNet
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Algorithm 1: Cross Training
Input: e: Training epoch.
s: The size of a batch of data.
X: Training dataset.
R: [R1,R2,...,Rn]
l: The noise strength added to the clean example.
Output: R’=[R′

1,R
′
2,...,R

′
n]

1 sub list = Combinations(0, n − 1, 2);
2 while epoch less than e do
3 trainx, trainy = GenetrateData(X);
4 tempx = Clip(trainx + l ∗ random(s));
5 for p in sub list do
6 p0 = P [0], p1 = p[1];
7 X1 = R[p0](tempx);
8 X1 2 = R[p1](X1);
9 Loss1 = EuclideanDistance(X1 2, trainx);

10 Train1 = Optimizer.min(Loss1, R[p1]);
11 Run(Train1);
12 X2 = R[p1](tempx);
13 X2 1 = R[p0](X2);
14 Loss2 = EuclideanDistance(X2 1, trainx);
15 Train2 = Optimizer.min(Loss2, R[p0]);
16 Run(Train2);

17 end
18 epoch+ = 1

19 end
Result: R′=[R′

1,R
′
2,...,R

′
n]

Figure 2 illustrates reconstructed examples on MNIST. From Fig. 2, we can
see that R′

1 makes the outline of the input example thicker while R′
2 makes

the outline of the input example thinner, which are equivalent to expansion and
corrosion operations in image processing, respectively. Intuitively, R′

1 and R′
2 deal

with the image in two opposite ways, and thus the adversarial perturbations for
one reformer can be removed by the other.

Figure 3 also shows two adversarial examples reconstructed by our two other
reformers trained on CIFAR. As we can see from Figs. 2 and 3, the cross training
algorithm can re-train reformers in two different directions.

We do not explicitly specify the change directions in the cross training. Inter-
estingly, it is the cross training algorithm that automatically searches for two
different directions of the change.

We select several reformers from R′ to form the Reformer List. Assume there
are k re-trained reformers in the Reformer List, R′

1, R′
2,..., and R′

k. We use
R′

i (i = 1, 2, ..., k) to reconstruct all the examples in Xt and get a reconstructed
example set denoted by Xti. Up to now, we get k reconstructed example sets,
Xt1, Xt2, ..., and Xtk.
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(a) (b) (c) (d)

(e) (f) (g) (h)

(i) (j) (k) (l)

Fig. 2. Examples reconstructed by R′
1 and R′

2. (a)–(d) indicate that the input example
is a clean example, (e)–(h) indicate that the input example is an adversarial example
for R′

1, and (i)–(l) indicate that the input example is an adversarial example for R′
2.

(a), (e), where (i) presents the input example itself; (b), (f), and (j) present the input
examples processed by the R′

1; (c), (g), and (k) present the input examples processed
by the R′

2; (d), (h), and (l) present the examples processed by the R1. The number
below each picture presents the classification result.

Fig. 3. The first image is a clean image, and the latter two are the images reconstructed
by the two reformers re-trained on CIFAR.

3.4 Prediction Voting

For a reconstructed set Xti (i = 1, 2, ..., k), we feed all the examples in it to
the classifier. The most frequent label is selected as the predicted yi label for
this set. After this, we can get a label set Y = [y1, y2, ..., yk]. Finally, the most
frequent label in Y is deemed as the final output. If several labels in Y have the
same highest frequency, we randomly select one from them as the final output.

4 Evaluation

In this section, we first describe the experimental setup. After that, we evaluate
the effectiveness of cross training, test DeT against black and gray box attacks,
and compare DeT with the state-of-the-arts.
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4.1 Setup

Datasets: We employ two commonly used datasets: MNIST and CIFAR.
MNIST, includes 55,000 training examples, 5,000 validation examples, and
10,000 testing examples. CIFAR, includes 45,000 training examples, 5,000 vali-
dation examples, and 10,000 testing examples.

Implementation:

– Classifier: On MNIST, we train a classification model (a seven-layer CNN
[3]) with the accuracy of 99.43%. On CIFAR, we train a classification model
(a Residual Neural Network [7]) with the accuracy of 92.43%.

– Reformer: For each of the datasets, we train three reformers using three
different structures. Note that we train all the reformers on the noise-added
examples and the reconstruction error (i.e., the L2 distance between the recon-
structed example and the clean example) is used to optimize the reformer.

– Cross Training: We re-train the reformers according to the cross train-
ing algorithm. After the re-training process, we get nine reformers for each
dataset. Then, we select a few reformers to form the Reformer List. Our selec-
tion strategy are according to: (1) the selected reformer does not have much
influence on the accuracy of the classifier after the input reconstruction; and
(2) the transferability of adversarial examples among the reformers should be
as low as possible.

Metrics: To evaluate DeT and compare it with other defense methods, we adopt
the following evaluation metric named Accuracy.

Accuracy =
Number of correctly classified examples

Total number of input examples
,

Accuracy measures the proportion of correctly classified examples in the
input examples.

All experiments in this paper are run on a server with 2 Intel Xeon E5-2640
V4 GPUs, 64 GB memory, 4 TB HDD and 1 GeForce GTX-1080TI GPU.

4.2 Effectiveness of Cross Training

Figure 4 shows the classification accuracy comparison of the classifier equipped
with the re-trained and the original reformers under L2-based C&W attack. As
can be seen from Fig. 4(a), the adversarial examples fool the classifier with R1

perfectly. While feeding these examples to the classifier with R2, the classification
accuracy decreases from 99% to 0% as the Confidence increases from 0 to 40.
It can be seen from Fig. 4(a) that the transferability of adversarial examples
becomes stronger as the Confidence increases. Even when Confidence is greater
than 30, adversarial examples can also attack R2 perfectly. Figure 4(b) shows the
classification accuracy of the classifier equipped with re-trained reformers. From
this figure, we can see that when Confidence is 40, the classifier equipped with
R′

2 still achieves the classification accuracy of 89%. The above results suggest
that our algorithm can significantly decrease the transferability of adversarial
examples among reformers.
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(a) Without re-trianed (b) With re-trianed

Fig. 4. The classification accuracy on MNIST under attack, where the adversarial
example in (a) is generated for R1, and the adversarial example in (b) is generated for
R1′.

4.3 Evaluation Against Black Box Attacks

Table 1. Classification accuracy.

Dataset Accuracy (no defense) Accuracy (with DeT)

MNIST 99.43% 98.6%

CIFAR 92.43% 86.7%

Performance of DeT. Table 1 shows the decrease of the classification accu-
racy, which is within our tolerance range. Then, we adopt four common attacks,
i.e., Deepfool, BIM, FGSM, and C&W, to evaluate DeT. Among them, Deep-
fool, BIM and FGSM are implemented based on the Cleverhans library [18], and
C&W is implemented based on the open source code [3].

On MNIST, the classification performance with and without DeT against
common attacks are shown in Table 2. It is obvious that the classifier protected
by DeT outperforms that without any protection. Especially, the classification
accuracy of the classifier without defense is 0.0% while it can still obtain a 96%+
classification accuracy with DeT’s protection.

On the CIFAR dataset, the classification accuracy with and without DeT
against common attacks are shown in Table 2. We can observe that the accuracy
of the classifier with DeT has been significantly improved compared to that
without any protection.

4.4 Evaluation Against the Gray Box Attack

Following Meng et al. [16], in this section, we evaluate DeT against gray box
attacks under L2-based C&W attack.
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Table 2. The classification accuracy of the classifier without defense v.s. with DeT.

Attack No defense with DeT

MNIST

FGSM L∞ ε = 0.1 90.0% 97.95%

BIM L∞ ε = 0.05 93.05% 98.45%

BIM L∞ ε = 0.1 64.85% 97.85%

DeepFool L∞ 0.85% 97.8%

C&W L2 Confidence = 0 0.0% 98.44%

C&W L2 Confidence = 20 0.0% 96.79%

CIFAR

FGSM L∞ ε = 0.01 29.2% 78.8%

BIM L∞ ε = 0.005 12.95% 82.1%

BIM L∞ ε = 0.01 5.15% 78.2%

DeepFool L∞ 4.55% 86.1%

C&W L2 Confidence = 0 0.0% 86.4%

C&W L2 Confidence = 10 0.0% 85.6%

Fig. 5. The accuracy of DeT under the gray-box attack.

Figure 5 shows the gray box attack results, from which we can see that DeT
can efficiently defend against gray box attack. Even when the adversarial exam-
ples are generated with Confidence = 40, the classifier with DeT still achieves
43.7% accuracy. The decrease of transferability in this experiment is not as sig-
nificant as that in Fig. 4. We speculate that it may because we first send the
adversarial example to the preliminary denoising. How to improve this is an
interesting future work of DeT.

4.5 Comparison with the State-of-the-Art Defense

Since L2-based C&W attack is one of the strongest attacks at present, we com-
pare with other defenses under this attack. We conduct comparative experiments
on the MNIST and the CIFAR datasets. Figure 6 illustrates the comparison
between DeT and the state-of-the-art defenses.
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Magnet. We find that the defense capability of Magnet depends heavily on the
detectors. Magnet can detect an adversarial example with slightly large adversar-
ial perturbations. It will not send the example to the classifier, and therefore, will
not produce the correct classification. Magnet’s classification accuracy is shown
in the black lines of Fig. 6. It can be found that with the increase of Confidence,
the classification accuracy of Magnet is significantly reduced. Notably, accord-
ing to Fig. 6(a), on the MNIST dataset, when Confidence = 40, the classification
accuracy of Magnet reduced to near 0% while DeT can still achieve the accuracy
of around 84%. According to Fig. 6(b), on the CIFAR dataset, Magnet can only
reach the accuracy of 44% when the Confidence = 50, and achieve the accuracy
of about 13% when Confidence = 100. On the other hand, DeT can reach the
accuracy of 80% when Confidence = 50, and we can still achieve the accuracy
of about 65% when Confidence = 100. These results show that our classification
accuracy has improved significantly compared to Magnet.

Region-Based Classification. For Region-based classification defense meth-
ods [1], the basic assumption is that the adversarial examples exist near the
decision boundary. Our experimental results show that this assumption is not
necessarily true.

Exploring DeT’s Limitation. As discussed above, the increase of adversarial
perturbations leads to the decrease of DeT’s performance. We conjecture that
such decrease might be resulted from the key pixel changes caused by large adver-
sarial perturbations. In this section, we use Saliency Maps [22] to experimentally
verify our conjecture.

(a) The accuracy on MNIST datatset (b) The accuracy on CIFAR datatset

Fig. 6. Classification accuracy comparison of DeT and other defenses against the L2-
based C&W attack.

Figure 7(b) shows our experimental results, where the ground truth label is
“Airplane”. We can see that (1) key pixels of the clean example are the outline of
the airplane, and (2) key pixels of the adversarial example with Confidence = 10
are very close to the former. Therefore, our proposed method, DeT, removes the
adversarial perturbations through the reformer. However, for the adversarial
example with Confidence = 100, we can see from the third image in Fig. 7(b)
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(a) Original Image and Adversarial Images (b) Saliency Maps of the Imgae

Fig. 7. (a) One clean example and two adversarial examples with different perturba-
tions generated by the L2-based C&W attack. (b) Saliency Maps corresponding to the
images in (a).

that the outline of the aircraft is completely invisible. We have sufficient reasons
to believe that many key pixels have already been changed, and it is difficult to
classify it correctly.

Table 3. The proportion of the adversarial examples with human imperceivable per-
turbations and the estimated best accuracy under each Confidence. The classification
accuracy of DeT on clean examples is 86.7%.

Confidence Proportion Best accuracy

0.0 99.7% 86.4%

10.0 99.2% 86.0%

20.0 98.7% 85.5%

30.0 97.4% 84.4%

40.0 95.5% 82.8%

50.0 93.7% 81.2%

60.0 91.2% 79.0%

70.0 89.1% 77.2%

80.0 85.3% 73.9%

90.0 80.4% 69.7%

100.0 78.4% 67.9%

Then we do another statistical experiment to count the adversarial examples
with human imperceivable perturbations under different Confidence. We first
randomly sample 1000 examples from the CIFAR dataset. Then, we invite an
expert in adversarial machine learning to label how many examples with human
imperceivable perturbations under each Confidence. Table 3 lists the proportion
of the adversarial examples with human imperceivable perturbations under each
Confidence.
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We conclude the DeT can correctly classify most of the adversarial exam-
ples. The decrease in accuracy is may due to the fact that those adversarial
perturbations are perceptible to the humans while not meeting the definition of
adversarial examples.

5 Conclusion

In this paper, we propose DeT, which obtains high accuracy in both scenarios
of classifying adversarial examples with small and large perturbations. We also
propose an algorithm that can significantly reduce the transferability of adver-
sarial examples among different reformers. In the future work, we will consider
to improve the robustness of the model by further reducing the transferability
of adversarial examples.

Our method also has some limitations. The first is the efficiency problem,
which can be solved by adding hardware at this moment. In addition, our
reformer is trained under Gaussian noises. For some of the adversarial noises that
differ greatly from Gaussian noises, they cannot be denoised by the reformer,
which also needs to be resolved in the future.

In general, our method significantly improves the robustness of a classifier,
and we hope that DeT will be used as a benchmark in the research community
for measuring neural network attacks.
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